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Abstract

Entropy-based Client Selection Strategy for
Federated Learning over Vehicular Network
Environments

Advisor: Eduardo Coelho Cerqueira

Co-advisor: Denis Lima do Rosario

Key words: Federated Learning; Vehicular Networks; Connected and Autonomous Vehi-
cles; Client Selection; Entropy; Client Failures;

Federated Learning (FL) emerges as a promising solution to enable collaborative
model training for autonomous vehicles while preserving privacy and addressing commu-
nication overhead issues. Efficient client selection for participation in the training process
remains challenging, especially in scenarios with statistical heterogeneity of data distri-
bution and client failure events. Client failure, an uncontrollable event during training,
reduces accuracy, convergence, and speed. This master thesis introduces an entropy-based
client selection mechanisms for FL over Vehicular Network environments with client failure
and non-IID data distributions. The proposed method is compared to a random selection
mechanism in both IID and non-IID scenarios, as well as scenarios with random client
drops. The results demonstrate that entropy-based selection outperforms other methods
regarding training loss, accuracy, and Area Under the Curve (AUC), particularly in high
client dropout and non-IID scenarios. These findings highlight the importance of consid-
ering entropy data for client selection to address the challenges posed by client failure and
statistical heterogeneity in FL over Vehicular Network.



Resumo

Estratégia de Selecao de Clientes Baseada
em Entropia para Aprendizado Federado em
Ambientes de Redes Veiculares

Orientador: Eduardo Coelho Cerqueira

Co-orientador: Denis Lima do Rosario

Palavras-chave: Aprendizado Federado; Redes Veiculares; Veiculos Conectados e Autonomos;
Selecao de Clientes; Entropia; Falhas de Clientes.

Aprendizado Federado (FL) surge como uma solugao promissora para possibilitar
o treinamento colaborativo de modelos para veiculos autonomos, preservando a privaci-
dade e abordando questoes de sobrecarga de comunicacao. A selecao eficiente de clientes
para participar do processo de treinamento permanece desafiadora, especialmente em
cenarios com heterogeneidade estatistica da distribuicao de dados e eventos de falha de
clientes. A falha de clientes, um evento incontrolavel durante o treinamento, reduz a pre-
cisao, a convergencia e a velocidade. Esta dissertacao de mestrado introduz mecanismos
de selecao de clientes baseados em entropia para FL em ambientes de Redes Veiculares
com falha de clientes e distribuicoes de dados nao-IID. O método proposto é comparado
a um mecanismo de sele¢ao aleatéria em cendrios tanto IID quanto nao-IID, bem como
em cenarios com quedas aleatérias de clientes. Os resultados demonstram que a selecao
baseada em entropia supera outros métodos em relagao a perda de treinamento, precisao
e Area Sob a Curva ROC, especialmente em cenarios com alta taxa de desisténcia de
clientes e dados nao-IID. Esses achados destacam a importancia de considerar dados de
entropia para a selecao de clientes para abordar os desafios impostos pela falha de clientes
e pela heterogeneidade estatistica no FL sobre Redes Veiculares.
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CHAPTER 1

Introduction

This dissertation proposes a novel client selection for Federated Learning (FL)
environments using the entropy of the labels of data. This chapter introduces some of
the main ideas regarding the application of the entropy method to assess the quality of
the client data, vehicular environment challenges, non-iid data. Additionally, it motivates
this research work and establishes the research questions, objectives, contributions and
thesis structure.

1.1 Overview

The preservation of data privacy emerges as a paramount concern in smart cities,
especially in sensitive domains, such as Connected and Autonomous Vehicles (CAVs).
Autonomous driving require sophisticated learning functions related to driving, which
requires a vast volumes of data [1]. In this sense, these vehicles are equipped with a
comprehensive set of onboard sensors, including cameras, radar, Light Detection and
Ranging(LiDAR), proximity sensors, and temperature sensors, to collect multi-modal data
essential for navigation, perception, obstacle detection, and vehicle control [2]. CAVs rely
on vehicular network technology to enable data sharing with neighbors and edge servers,
providing data processing for a cooperative understanding of the environment among
vehicles and infrastructure entities [3]. Vision-related tasks, such as steering wheel angle
prediction [4], traffic sign recognition [5], semantic segmentation [6], object detection
[7], and driver monitoring [8] typically use images captured by the camera as the data
source. In this context, Deep Learning (DL) plays a pivotal role with its ability to
extract meaningful patterns and insights from large datasets. By leveraging these datasets,
services such as route-optimization, predictive maintenance, real-time decision-making,
and personalized in-vehicle experiences can be enhanced [9].
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Traditional Machine Learning (ML) algorithms are predominantly cloud-centric,
where data is stored and processed centrally on cloud servers [10]. However, the widespread
data sharing between CAVs and servers poses significant privacy risks, as well as demand
substantial network bandwidth. In response to these challenges, there is an urgent need
for a privacy-preserving distributed ML solution for CAV environments. In addition, it is
believed that the future of ML and cloud computing schemes will be distributed at the
network edges [11].

In recent years, FL, driven by ML, has garnered significant attention in this
area due to its decentralized nature, which allows data training locally on devices. FL
enables multiple clients (e.g., CAVs) to collaboratively train a shared model without
sharing individual data [12, 13, 14]. Specifically, FL considers the distributed ML process
by allowing mobile devices (i.e., clients) to train models locally. The locally trained
models send their ML parameters (i.e., Neural Network Weight) to a central server, which
aggregates the parameters of different clients under a specified aggregation policy (e.g.,
averaging). Afterward, the server returns a consolidated model to the clients, and the
clients participating in the federation retrain it with local data. In this context, clients
do not share their private raw data with a centralized server, reducing data transmission
between the client and a server and mitigating user privacy issues [15]. User data remains
private while it indirectly contributes to building improved models.

FL relies on a robust and always connected client selection mechanism deployed at
the edge server to choose a group of clients with valuable samples for the model training at
each communication round [16]. These selected clients receive the global model, conduct
training based on their local data, and then share their model parameters instead of
transmitting their raw sensing data, as described in [17]. Afterwards, the shared local
models are aggregated at the cloud or edge servers by a given aggregation policy to
produce an accurate global model. Finally, the updated global model is distributed to
the clients. In this way, FL allows ongoing learning by adapting the ML model without
sharing raw data, provides privacy preservation by keeping the collected data stored on
the CAVs, and also avoids the potential communication overhead that can be caused by
the intense data traffic of CAV information. Hence, integrating FL in CAV systems opens
up a variety of possibilities for enhancing vehicular intelligence while addressing privacy,
security, and communication challenges [3].

Vehicular FL presents a compelling solution for enhancing model performance in
Intelligent Transportation Systems (ITS) by leveraging data from vehicles without com-
promising privacy or requiring large-scale data transfers to a centralized server. The
primary motivation for this research is to improve the efficiency and effectiveness of the
method through the use of entropy-based client selection mechanisms. By selecting clients
with relevant and diverse data, indicated by clients which have a higher entropy in their
data, these mechanisms have the potential to enhance model generalization and conver-
gence speed, ultimately improving the overall performance of ITS applications.

Entropy-based client selection appears as a promising approach for a FL over
CAV scenario with client failure, since entropy enables to identify the most relevant client
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with more diverse data for learning models, capturing the heterogeneity of FL over CAV
scenario. In this sense, clients with high entropy ensure that the learned models repre-
sent the entire network and capture the scenario variations to improve the accuracy of
round training more robustly. However, it is important to understand the impact of arbi-
trary client failure, and how it affect the performance of a entropy-based client selection
mechanism, which are the central questions of this master thesis.

In this context, entropy enables the identification of the most relevant clients by
measuring how diverse the client data is, the more variety, the higher the client entropy
will be, in that way capturing the heterogeneity of the data presented in CAV scenarios.
Clients with high entropy ensure that the learned models represent the entire network and
capture scenario variations, thereby improving the accuracy of round training in a more
robust manner. However, understanding the impact of arbitrary client failures and how
they affect the performance of an entropy-based client selection mechanism are central
questions of this thesis.

1.2 Motivations and Challenges

To fully harness the potential of this paradigm, several challenges must be ad-
dressed, particularly in the context of entropy-based client selection. First, the mobility
of CAVs and the unpredictability of wireless channels can cause fluctuations in vehicle
participation in the FL process, making it difficult to maintain consistent training perfor-
mance. Second, the local data across CAVs is often unbalanced and non-IID, leading to
variations in data quality, which can negatively impact model convergence [18]

These challenges can be categorized into three primary areas: data diversity and
distribution, representativeness and client connectivity. In the context of client connec-
tivity, ensuring robust model performance despite the variability in CAV participation
and data quality is critical. Maintaining efficient data transfer and processing amidst the
dynamic network conditions is essential for the practical implementation of vehicular FL.
Addressing these issues is important to realize the full potential of entropy-based client
selection in enhancing the performance and scalability of ITS applications.

1.2.1 Representativeness in Client Selection

Client selection in FL is essential for optimizing model training efficiency and
reducing network load. One of the primary challenges in client selection is ensuring
representativeness, especially in scenarios with non-IID. Statistical heterogeneity results
in lower classification accuracy because it introduces representativeness issues, potentially
decreasing model accuracy and fairness among the participating entities. In this way, it
is important to develop a client selection mechanism that can handle non-IID data in
dynamic and mobile environments without compromising classification accuracy in FL
over CAV scenarios [19].
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This method also helps the network avoid overloading. Transmission overhead is
a critical factor impacting the FL environment, ensuring that only the most informative
updates are transmitted. As the size of the learning model and the number of participating
clients increase, so does the size of the model update parameter set and the number of
updates, potentially leading to transmission bottlenecks. This approach not only reduces
network load but also maintains model performance by leveraging data diversity and
minimizing the impact of non-1I1D data

Fairness in client selection is essential to prevent biases in the model. Ensuring
representativeness in client selection directly contributes to this fairness by incorporating
a wide range of data sources, which helps in building robust and generalized models. This
is particularly important in FL over CAV scenarios where data diversity can significantly
impact the performance and accuracy of the model. By selecting a representative subset
of clients, the FL process can better capture the underlying data distribution, leading to
improved model performance.

1.2.2 Data Distribution

Data diversity arises from the non-uniform distribution of datasets among edge
devices, where training data is stored locally. In FL, this non-IID data is common be-
cause each device collects data from its specific local environment, leading to significant
variations. For instance, in autonomous driving, vehicles in different regions gather image
data with distinct features based on their geographic contexts, such as varying lighting
conditions or types of traffic signs. These differences result in unique data characteristics
across clients, causing significant variances in averaged gradient data and slowing the con-
vergence rate of learning models, particularly neural networks (NNs). The diverse data
limits the NN’s ability to extract and generalize features effectively, further complicating
training.

This imbalance is compounded by system heterogeneity, where edge devices differ
in computational power, storage, and network capacity, impacting the volume and type of
data they handle. Non-IID data can be classified into two main types: attribute skew and
label skew. Attribute skew occurs when feature distributions vary across clients, such as
when some vehicles collect daytime data while others gather nighttime data. Label skew
refers to differences in label distributions across clients, such as certain road signs being
more prevalent in certain regions. Both types of skew hinder the performance of NNs and
cause gradient divergence, further slowing down model convergence. The consequences
of non-IID data are significant. The biased local datasets lead to inconsistent model
updates, which fluctuates the performance of the global model. Models trained under
these conditions struggle to generalize across all clients, performing well for some but
poorly for others. Additionally, federated averaging, which aggregates updates from all
clients, becomes biased due to the uneven data distribution, diminishing the effectiveness
of the global model.
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1.2.3 Performance under Client Failure Scenarios

In the context of FL for CAVs, client failures pose significant challenges to the
learning process. Clients might fail to provide their local model updates due to various
reasons, such as insufficient computing resources, client aborts, network failures, and
other factors related to their heterogeneous composition [20]. These failures interfere
with FL’s ability to learn effectively, as only a subset of clients can complete local training
and transmit their model updates in each round. This limitation reduces the accuracy,
convergence, and training speed of the global model [10]. When clients fail to contribute
their local model updates, the overall training data available for the global model update
is reduced, and it obtain a biased update that deviates from the desired global model
[21]. This reduction in training data lead to slower convergence of the global model and
decreased model accuracy. In this context, it is important to design a robust and reliable
client selection mechanism for FL over CAV systems, which can be based on random,
clustering, entropy, and others approaches [22].

Despite the FL strengths, the system’s performance can be significantly impacted
by client failure scenarios, where participating clients drop out or fail to complete their
local training tasks. Such failures can occur due to various factors, including network
instability, limited battery life, or hardware malfunctions. These disruptions can introduce
several challenges that affect the overall efficacy of the FL process.

Client failures can lead to inconsistent model updates, as the central server may
not receive the expected local model parameters from all participating clients. This
inconsistency can slow down the convergence rate of the global model and degrade its
overall performance. In addition, since each client in an FL system typically holds a unique
subset of the data, the loss of any client results in a reduction of the available training
data. This reduction can be particularly problematic in scenarios involving non-IID data
distributions, where each client’s data is essential for capturing the overall variability in
the dataset. [23, 24]

Additionally, frequent client failures can create an imbalance in contributions
from different clients. Inconsistent participation means that the model may become
skewed towards the data of the more reliable clients, thus reducing the generalization
capability of the model. This imbalance can lead to a global model that does not ac-
curately represent the entire data distribution, especially if the data from failed clients
contains unique or critical information.

1.3 Research Questions

Based on the above motivation, we considered the following research question
for this master thesis: How effective are entropy-based client selection mechanisms in
improving model performance in vehicular FL environments compared to other client
selection strategies?
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1.4 Objectives and Contributions

By addressing this research questions, this master thesis seeks to contribute to
the advancement of FL in vehicular environments and provide insights into the effec-
tive implementation of entropy-based client selection mechanism for improving FL over
vehicular network environments. This work has the following main contributions:

e Introduces an entropy-based client selection strategy for FL over vehicular network
environments [17].

e Provides a comprehensive analysis of the reliability and robustness of an entropy-
based client selection mechanism in FL environments subject to client failures [25].
It highlights how this mechanism can maintain superior performance regarding train-
ing loss, accuracy, and AUC metrics, even in high client failure scenarios.

e Introduces simulation results to compare the entropy-based selection mechanism
with other client selection methods, demonstrating its effectiveness in ensuring faster
convergence, reduced training loss instability, and higher accuracy across various
client failure rates.

1.5 Text Organization

This text presents the fundamentals of this research based on related works,
the main milestones already achieved with the prior published papers, and the planned
advances for future research works. The remaining of this document is structured as
follows:

e Chapter 2: Presents basic concepts regarding the area, such as information about
FL, ML, aggregation methods, information of what is entropy and how to use it in
CAV. This chapter also presents some of the main challenges of vehicular FL.

e Chapter 3: This chapter reviews the current state-of-the-art in FL, particularly
focusing on client selection mechanisms in vehicular networks. It examines various
approaches to handle data heterogeneity and connectivity issues in dynamic and
distributed environments. The chapter also evaluates different methods for assessing
the efficiency and effectiveness of these techniques.

e Chapter 4: This chapter details the proposed entropy-based client selection mecha-
nism, discussing its implementation and the underlying principles. It also analyzes
the impact of client failures on the FL process, providing a comprehensive evaluation
of the mechanism’s performance in such scenarios.

e Chapter 5: This chapter presents the experimental setup, including the environment
parameters and the methodology used for the evaluation. It compares the proposed
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entropy-based client selection mechanism with other existing methods, highlighting
its advantages and effectiveness in various client failure scenarios.

e Chapter 6: This chapter summarizes the key findings of the research, discusses the
implications of the results, and suggests directions for future work. It also lists the
published works associated with this project.
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CHAPTER 2

Basic Concepts

This chapter presents some of the main concepts about FL, what ML techniques
are needed, aggregation methods, what the bases for information theory are, and what
metrics are used. The main techniques and methodologies are analyzed for user classifi-
cation.

2.1 Vehicular Federated Learning Environments

CAVs refer to vehicles that integrate two key technologies: automation of driving
functions and connectivity with other devices and infrastructure [2]. These vehicles are
equipped with advanced sensor technologies, such as LiDAR, radar, and cameras, along
with sophisticated algorithms, enabling them to drive and navigate without human inter-
vention. The level of autonomy can vary, typically defined by the levels of driving automa-
tion, ranging from Level 0 (no automation) to Level 5 (full automation), where the vehicle
performs all driving tasks under all conditions. CAVs not only operate autonomously but
also have the capability to communicate with other vehicles, infrastructure, pedestrians,
and the network using wireless communication technologies. This connectivity enables a
wide range of functions, such as real-time traffic updates, safety warnings, and remote
diagnostics. It also allows CAVs to respond to dynamic road conditions, enhancing their
ability to operate safely and efficiently.

The integration of connectivity and automation provides CAVs with situational
awareness beyond their direct line of sight and sensor range. For instance, vehicles can
receive information about upcoming traffic jams, road hazards, or accidents, allowing
them to take preemptive actions to avoid potential issues. This capability is crucial for
improving traffic low and safety, reducing the likelihood of accidents, and optimizing
travel times. Also, the data collected and shared by CAVs can be utilized for various
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ITS applications. These applications include adaptive traffic signal control, dynamic
route planning, and cooperative driving, where vehicles work together to optimize traffic
conditions that can leverage the vast amount of data generated by CAVs, making informed
decisions that enhance overall traffic management and safety [26, 27].

This massive amount of data generated by CAVs by its sensors create a challeng-
ing task, where this volume of data needs advanced algorithms and methods to process
it in real-time while considering current traffic conditions, road works and other dynamic
factors. With the emergence of ML as a tool capable of handling and processing vast
amounts of data, it becomes a viable tool for CAVs to fully reach their potential.

Vehicular FL environments represent a unique application of FL in the context of
ITS [28]. This section provides an overview of vehicular federated environments, focusing
on their characteristics, challenges, and potential applications. FL is a type of distributed
ML that allows multiple devices to collaboratively learn a shared model without requiring
data to be transferred to a central server [29, 30]. Deep learning, a popular form of ML
that uses neural networks with multiple layers has been shown to benefit from FL due
to its ability to handle large and complex datasets [31, 32]. The general idea of FL is
depicted in Figure 1, which consists of a central server and a set of N clients, each having
its local dataset. At the beginning of each training iteration, the N clients will receive
the current global state of the shared model in terms of model weights. This model is
broadcasted to clients (step 1). Each client uses its CPU and energy resources to carry
out local computations on its dataset based on the shared parameters (step 2). Clients
then send the model updates (step 3) to the central server that applies them a given
aggregation policy to generate a new one (step 4).

Figure 1: Overview of four main steps of FL training process

This process is repeated over several iterations (sometimes referred to as epochs)
until the global model reaches a certain accuracy level determined by the central server.
In summary, an FL scenario consists of two main phases, i.e., local update and global
aggregation. The local update phase refers to the process of computing the gradient
descents by the client devices to minimize the underlying loss function for their local
data. Global aggregation includes the steps of collecting the updated model parameters
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by the server from the different client devices, aggregating these parameters, and then
sending back the aggregate parameters to the clients to be used in their next training
iteration.

For the local model aggregation phase, FedAvg is a aggregation algorithm mostly
used in FL environments. The FedAVG algorithms works by minimizing the global
loss function by averaging the received gradients calculated by all participant clients via
Stochastic Gradient Descent(SGD). SGD is the backbone of ML and for large datasets, it
is implemented distributed where the dataset is shuffled and split equally across worker
nodes. Ideally, if we have more nodes, we are processing more data per iteration and we
expect to increase the speed to get a target accuracy. Still, in reality, it is not so easy
to achieve such speed due to issues related to synchronization and communication delays
that increase with the number of clients.

In terms of optimization research, there are opportunities in client and server
optimization. The former is related to the process of local updates/training while the
later is related to the process aggregating the model parameters sent by clients to produce
an enhanced model. FL needs some orchestration back and forth between the server and
the devices to train and evaluate a model, there are many architecture and strategies
related to this orchestration. The initial model can be either initialized randomly or
can be pre-trained. This process happens hundreds or even thousands of times in model
training. The service provider is interested in the data that the device has. The initial
model can be initialized randomly or we can pre-trained it. This process is going to
happen hundreds or maybe thousands of times. Both the initial model and how the
model evolves are important and must get attention from the management entity that
controls all this process. To determine the optimal set of parameters that fits the training
data, the training model has to optimize a loss (objective) function, which penalizes the
model when it produces an inaccurate label on a data point.

The problems related to synchronization delays are related to workers with less
computing power as demonstrated in [33]. Communication delay is the time taken to
aggregate the gradients, update them, and send the updated model back to the clients.
One solution to overcome this communication delay is called local update SGD, where the
workers perform more local updates instead of computing only one update and sending the
model to the server aggregates. This reduces the frequency of communication and makes
the derivation of a single model more efficient. However, clients are not homogeneous as
expected and they are not available for training all the time. Then, add more clients does
not bring the process to convergence. If too many clients drop off the training process
can become unstable.

Considering these challenges in client homogeneity and availability, sampling the
best fit clients for training becomes a viable solution, where only the most representative
clients are selected to participate in FL process, This helps alleviate the impact in the
network reducing the traffic while maintaining the performance of the global model gen-
erated by maintaining the representativeness of the data, often spread unevenly between
the participants.
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Non-IID data refers to situations where data samples are not independent and
do not follow the same probability distribution, as often seen in FL environments. In
vehicular networks, this is particularly evident due to the varying data generated by vehi-
cles based on location, driving conditions, traffic patterns, and individual behaviors. The
heterogeneity of data collected from CAVs makes processing a challenging task, directly
impacting the performance of machine learning models. Non-IID data violates tradi-
tional ML assumptions, requiring specialized FL techniques to account for this variability
while maintaining privacy and model effectiveness. Methods such as data normalization,
reweighting of samples, or adjusting learning rates can mitigate these effects and improve
generalization across diverse datasets.[10]

2.2 Entropy

Entropy is a fundamental concept in information theory that quantifies the uncer-
tainty or randomness of a system [34]. In FL, entropy plays a crucial role in client selection
mechanisms, particularly in determining the relevance and diversity of data clients con-
tribute. In information theory, entropy is the average amount of information produced
by a stochastic process. It measures the degree of randomness or unpredictability in a
system. Mathematically, entropy is represented by the Shannon entropy formula:

H(X)=— Z P(z;)log, P(z;) (2.1)

Where H(X) is the entropy of a random variable X, p(z;) is the probability of
the i-th outcome of X, and n is the total number of outcomes.

In FL, entropy is utilized in client selection mechanisms to prioritize clients with
diverse and informative data for model training. The entropy of a client’s data distribution
is used as a metric to quantify the relevance of the client’s data to the overall federated
model. Clients with higher entropy, indicating greater diversity or unpredictability in
their data, are often selected to improve the robustness and generalization of the feder-
ated model. The use of entropy-based client selection mechanisms offers several benefits,
including improved model generalization, enhanced privacy, and reduced communication
overhead. By selecting clients with diverse data, entropy-based mechanisms can improve
federated models’ robustness and mitigate data bias issues.

2.3 Convolutional Neural Networks

CNNs are a specific type of artificial neural network architecture excelling at tasks
that process data with a grid-like topology, such as images, time series data, or spatial
data. Unlike standard Multi-Layer Perceptrons (MLPs), CNNs exploit the inherent hier-
archical nature of such data by employing specialized layers called convolutional layers.
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They also leverage powerful principles to excel in image recognition and processing. Lo-
cal Connectivity keeps neurons in a layer connected only to a small area of the previous
layer, reducing parameters and focusing on local features. Parameter sharing strength-
ens this by using the same filters across the entire image, finding features regardless of
location. Finally, Pooling Layers condense the data by averaging or picking the largest
value. This reduces complexity, helps prevent overfitting, and allows the network to build
higher-level features from the local ones. Together, these principles are the backbone of
CNNs, enabling their remarkable performance in various technical domains.

CNNs autonomously extract features from data without manual feature engineer-
ing, distinguishing them from classic ML algorithms like SVMs and decision trees, which
rely on manually crafted features. The convolutional layers in CNNs provide translation-
invariant properties, meaning they can identify and extract patterns regardless of varia-
tions in position, orientation, scale, or translation. Several pre-trained CNN architectures
(e.g., VGG-16, ResNet50, Inceptionv3, EfficientNet) achieve top-tier performance and
can be fine-tuned for new tasks with relatively little data. Beyond image classification,
CNNs find applications in natural language processing, time series analysis, and speech
recognition.

CNNs draw inspiration from the layered architecture of the human visual cortex.
Both CNNs and the visual cortex have a hierarchical structure, where simple features are
extracted in early layers, and deeper layers build more complex representations. Neurons
in the visual cortex connect to local regions of the input, similar to how CNN layers
are locally connected through convolution operations. Visual cortex neurons detect fea-
tures regardless of location, and pooling layers in CNNs provide a degree of translation
invariance by summarizing local features.

2.4 Evaluation Metrics

We evaluated three algorithms and compared their performance using common
neural network evaluation metrics, including Accuracy, Loss and AUC. The Accuracy
metric is computed as the number of hits (positive) divided by the total number of exam-
ples and is used for data with examples for each class and when a miss occurs. However,
this metric yields flawed results in the case of disproportionate classes, as it gives a false
impression of good performance. The Loss metric, on the other hand, compares the target
and predicted output values and helps determine how well the neural network models the
training data. It calculates the average Loss, weights, and biases in that case.

The accuracy metric is essential for evaluating the performance of CNNs used in
image and time series classification tasks. Accuracy measures the proportion of correctly
classified samples and provides insight into how well the model is performing overall.
However, it is important to also consider other evaluation metrics, as accuracy alone may
not capture all aspects of the model’s performance.

During training, the loss metric plays a crucial role in guiding the optimization
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process. Loss quantifies the difference between the predicted outputs and the true labels,
serving as the objective function that the model minimizes during backpropagation. The
choice of loss function depends on the nature of the problem; for example, cross-entropy
loss is commonly used in classification tasks. Minimizing the loss improves the model’s
predictions and generalization capabilities, making it a critical component of the training
process. The selection of the loss function also influences how the gradients are computed
and updated, impacting the stability and convergence of the CNN model.

The AUC score is a performance measurement for classification problems at var-
ious threshold settings. AUC represents the degree of separability and indicates how well
the model can distinguish between classes. Higher AUC values signify better model per-
formance in predicting class distinctions. For instance, a higher AUC suggests the model
better distinguishes between patients with and without a disease.

The AUC score is used in conjunction with the Receiver Operating Characteristic
(ROC) curve. The ROC curve is a graphical plot illustrating the diagnostic ability of a
binary classifier system as its discrimination threshold varies. It is created by plotting
the true positive rate (TPR) against the false positive rate (FPR) at various threshold
settings. The true positive rate is also known as sensitivity, recall, or probability of
detection in ML, while the false positive rate is also known as the probability of false
alarm and can be calculated as (1 - specificity).

The AUC score can range from 0 to 1:

e AUC = 1: The model has perfect ability to distinguish between positive and negative
classes.

e 0.5 < AUC < 1: The model can distinguish between positive and negative classes.

e AUC = 0.5: The model cannot distinguish between positive and negative classes,
equivalent to random guessing.

e AUC < 0.5: The model reciprocates the classes, predicting negative classes as pos-
itive and vice versa.

AUC score is essentially the area under the ROC curve. Mathematically, the
ROC curve plots the TPR against FPR at various threshold settings. The AUC score,
being an area, does not have a simple closed-form formula but can be calculated through
numerical integration or summation methods over the ROC curve. The AUC of the ROC
curve can be interpreted as the probability that a classifier will rank a randomly chosen
positive instance higher than a randomly chosen negative one.

When calculating the AUC score manually, especially in a discrete setting, one
common approach is to use the trapezoidal rule, a method of numerical integration. This
approach sums the areas of trapezoids under the ROC curve, plotted as TPR against
FPR across different thresholds:
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/1 TPR(z)dx (2.2)

Where z is the False Positive Rate (FPR) and TPR(x) is the True Positive Rate
as a function of x. In a discrete setting, this can be approximated as:

) (2.3)

“~ (FPR; — FPR;_ TPR, + TPR;_
AUC ~ Z ( 1) % ( + 1)
=1
In 2.3, n is the number of thresholds, and FFPR; and T PR; are the false positive
and true positive rates at the ¢-th threshold, respectively. This formula computes the area
of trapezoids under the ROC curve, effectively estimating the AUC.

2.5 Chapter Conclusions

This chapter introduced some of the fundamental concepts relevant to our mas-
ter thesis proposal. We discussed the principles of FL and its application in vehicular
networks, highlighting the unique challenges such as non-IID data distribution, commu-
nication overhead, and client variability. We also explored the concept of data diversity
and its impact on model performance, as well as the advanced technologies integrated
into CAVs that facilitate their operation and communication.

Despite the challenges faced by FL in the vehicular scenario, the use of entropy-
based client selection mechanisms shows promise for enhancing model performance while
preserving data privacy. By selecting clients with diverse and relevant data, these mech-
anisms can improve model generalization and convergence speed, offering a viable path
forward for intelligent transportation systems. This chapter laid the groundwork for un-
derstanding these key concepts, setting the stage for the detailed exploration and analysis
in the subsequent chapters.
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CHAPTER 3

Related Works

This chapter delves into the latest research on client selection in FL environ-
ments, particularly in vehicular scenarios where data diversity and device heterogeneity
pose significant challenges. We explore various approaches and algorithms employed to
manage and optimize client selection in these settings, highlighting techniques that ad-
dress data heterogeneity and connectivity issues. Additionally, we introduce methods for
evaluating the effectiveness and efficiency of these techniques in dynamic and distributed
environments. While our work shares some influences and concepts with these stud-
ies, it distinguishes itself by investigating innovative aspects related to the application
of entropy-based mechanisms for client selection, aiming to enhance the robustness and
reliability of FL in vehicular networks.

3.1 State-of-the-art

Prior research has explored the challenges of FL in the context of vehicular net-
works, focusing on issues related to non-IID data scenarios and biased device data dis-
tributions. For instance, Zhu et al. [35] introduced that the prevalence of non-I1ID data
on local devices poses a substantial challenge, impacting model performance compared to
centralized learning. This work examines the influence of non-I1ID data on both parametric
and non-parametric ML models in horizontal and vertical FL settings. It reviews existing
research efforts, discusses tailored strategies, and weighs the advantages and disadvan-
tages of these approaches. Additionally, client failures increase the challenge of training
with heterogeneous data, exacerbating the non-IID problem, and current algorithm-based
methods fall short of addressing the fundamental disparity between local and global em-
pirical loss minimization. However, the work has limited emphasis on resilience and does
not specifically highlight how these algorithms perform in dynamic and mobile challenging
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scenarios like client failure.

Chellapandi et al. [36] explored the application of FL to CAVs. They discuss how
FL can enhance the functionality of CAVs by enabling multiple vehicles to collaboratively
train machine learning models without sharing raw data. This approach significantly ad-
dresses privacy and security concerns associated with the vast amounts of data generated
by these vehicles. FL in CAVs can be implemented through centralized or decentralized
frameworks, with applications ranging from driver monitoring and object detection to
traffic flow prediction. The paper also identifies significant challenges, such as managing
data heterogeneity, ensuring communication efficiency, and maintaining a balance between
privacy protection and model accuracy. Advanced security techniques like differential pri-
vacy and secure multi-party computation are also discussed to protect data during the
FL process.

Shanmugarasa et al. [22] highlighted issues stemming from security, privacy con-
cerns, and the intricacies of FL processes, particularly the increased computational burden
on clients. These challenges may impact specific clients or affect the entire network, with
privacy management being a universal concern. The study concludes that collaborative
efforts between servers, platforms, and clients are imperative to address client-side chal-
lenges in the FL ecosystem effectively. While advocating for collaborative solutions, the
work does not extensively explore the intersection of these challenges with a scenario
involving client failures. Client Failures in FL

Wang et al. [37] explored the challenges posed by client failures in FL, emphasiz-
ing a key distinction from client sampling. They note that failure introduces uncontrol-
lable client participation, an aspect less explored in existing literature. This perspective
adds valuable insights into the impact of unplanned client failure on the performance and
robustness of FL algorithms.

Liu et al. [38] discussed the transition towards 5G and beyond (B5G) technolo-
gies, which offer promising solutions to the demands for efficient and secure FL applica-
tions in vehicular networks. However, these advancements introduce complexities, notably
in achieving consistent connectivity and optimizing client selection within 5G/B5G net-
works. Liu et al. address these challenges by applying martingale theory to effectively
manage access delays, optimizing client selection to enhance global learning performance
within an energy budget. This approach is crucial for maintaining communication ef-
ficiency, learning performance, and energy efficiency in dynamically evolving vehicular
environments. However, the work does not delve deeply into scenarios involving client
failures.

Mariano et al. [39] addressed communication challenges and scalability issues by
dynamically adapting the number of participating devices and training rounds through
a client selection strategy using the developed algorithm DEEV. Using a containerized
environment, DEEV showcases significant reductions in communication and computation
overhead compared to existing approaches. Its robust performance in scenarios with non-
IID data underscores its potential for enhancing FL model efficiency. However, the work
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considers only an environment where every client is available and stationary, differing
from typical vehicular network scenarios.

Tang et al. [1] proposed a fair and efficient FL algorithm for autonomous driving
to address the challenges of imbalanced data distribution and fluctuating channel condi-
tions among CAVs. The authors highlight the unfairness in energy and time costs caused
by traditional FL algorithms due to discrepancies in local training costs and model upload
durations between different CAVs. To achieve fairness, the proposed algorithm employs
a personalized approach for local training rounds of each CAV, considering the volume
of data and channel conditions. This approach ensures fairness in energy and time costs
while accelerating the convergence of the global model. Extensive simulations demon-
strate the effectiveness of the proposed algorithm in achieving fairness in energy costs and
reducing the duration of each round of global iteration.

Sun et al. [21] studied the convergence performance of the classic FedAVG aggre-
gation algorithm in scenarios involving arbitrary client failures. The theoretical analysis
indicated that client failures lead to biased updates in each training iteration. When
employing the commonly used strategy of a decaying learning rate, the model trained by
FedAvg may exhibit oscillations around a stationary point of the global loss function. A
cross-device FL system simulation was carried out to validate these findings, incorporating
various client failure patterns.

Huang et al. [20] investigated the vital topic of client selection in a fluctuating
environment. They acknowledged that choosing particular clients for each synchronous
round in FL training significantly affects both training efficiency and the ultimate perfor-
mance of the model. Their research defined the client selection problem by considering
effective participation and fairness, introducing E3CS, a stochastic client selection strat-
egy. Experimental results using a public dataset showed that E3CS leads to quicker
convergence towards a predetermined model accuracy while retaining the same level of
final model accuracy compared to leading-edge selection methods.

Araujo et al. [40] effectively demonstrated the use of advanced information theory
quantifiers and causal planes to distinguish and classify various modes of transportation
using speed dynamics derived from GPS data. A key strength of this research is its novel
application of entropy-based measures to provide a robust framework for analyzing and
understanding complex mobility patterns, which enhances urban planning and intelligent
transportation systems. The methodology’s ability to detect transitions between different
transportation modes further underscores its practical utility. However, the study’s re-
liance on the Geolife dataset, which may not fully represent all urban mobility scenarios,
and the complexity of implementing the described techniques in real-time applications
are notable shortcomings.

Veiga et al. [41] introduced RiCA (Resilience-aware Client Selection Mechanism)
to enhance FL environments by addressing non-IID data and malicious clients. A key
aspect of RiCA is its use of entropy as a method for client selection. By calculating
the entropy of clients” data, RiICA prioritizes clients with more diverse and informative



3.2 Chapter Conclusions 31

data, which enhances the generalization and robustness of the global model. Addition-
ally, RiICA incorporates Centroid-Based Kernel Alignment (CKA) to identify and exclude
potentially malicious clients, further protecting the model from poisoning attacks. The
paper demonstrates that RiCA, combined with CKA, significantly improves model ac-
curacy and resilience, achieving up to 90% accuracy in scenarios with malicious clients
compared to only around 30% with a default random selection approach. This dual ap-
proach of leveraging entropy for client diversity and CKA for security underscores the
effectiveness of RICA in maintaining robust FL environments.

Another work by Santos et al. [30] addressed the communication and privacy
challenges in FL by introducing a novel client selection mechanism. MESFLA leverages
a CKA algorithm to group clients based on the similarity of their data distributions
and then selects the most relevant clients within each group based on data weight and
entropy. This approach improves model accuracy and convergence speed by optimizing
the selection of clients that contribute the most valuable updates to the global model.
The comprehensive evaluation of MESFLA using datasets such as MNIST, CIFAR-10,
and CIFAR-100 demonstrates its superior performance over traditional FL algorithms
in terms of accuracy and communication efficiency. However, the study acknowledges
potential biases in client selection and suggests future work on refining the weighting
scheme and testing the algorithm in scenarios with client failures and malicious behavior

Significant advancements have been made in the realm of FL for vehicular net-
works, notably with the introduction of FLEXE by Lobato et al. [32], an extension to
the Veins simulation framework. FLEXE integrates Veins with OpenCV to implement
vehicular FL applications, addressing key challenges such as vehicular mobility and in-
termittent communication. It enhances the evaluation of FL applications by providing
a realistic simulation environment, crucial for understanding the dynamic nature of ve-
hicular networks. FLEXE’s advantages lie in its comprehensive simulation capabilities
and its focus on realistic vehicular characteristics, which are often overlooked in existing
approaches. However, while FLEXE effectively addresses communication and mobility,
it falls short in investigating client failures, a critical aspect thoroughly examined in this
dissertation.

3.2 Chapter Conclusions

In reviewing the literature on client selection mechanisms in FL. within vehicular
networks, this study has identified a critical gap concerning the resilience and efficiency
of these mechanisms in the face of client failures—a common issue in dynamic vehicular
environments, due to signal failure, vehicles getting out-of-range from a RSU or vehi-
cle disconnection. This dissertation proposes to address these gaps by implementing an
entropy-based client selection framework specifically tailored for high-failure scenarios in
vehicular networks. The expected contribution of this research is twofold: it will validate
the theoretical benefits of entropy-based selection through real-world implementation and
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refine existing frameworks to enhance their resilience and reliability in the face of client
failures. The methodology, detailed in the following chapter, employs a mixed-methods
approach that combines simulation and real-world experimentation to provide a compre-
hensive evaluation of the proposed model.

Table 1 summarizes the main characteristics of prior studies focused on client
selection mechanisms, detailing data distribution types, machine learning algorithms used,
and the scenarios considered for client failures in vehicular FL environments. This research
advances the field by refining data preprocessing techniques utilized in these CNN methods
and exploring their application in a FL context, specifically investigating the impact
of client failures. The metrics employed in our analysis were chosen to highlight these
characteristics within our proposed framework, as presented in Table 1. This allows
for a deeper understanding of how CNNs perform in classifying vehicle behaviors in a
continuous authentication setting within a FL. model, especially under conditions of client
failures.

Table 1: Summary of client selection methods in FL
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CHAPTER 4

Entropy-based Client Selection Mechanism
and Analysis under Client Failure Scenario

This section discusses the experimental methodology of an Entropy-based Client
Selection Mechanism and its expected contributions to a vehicular scenario and its ad-
vantages and shortcomings in a scenario with client failures as well.

4.1 Scenario Overview for Client Selection

In a typical Centralized FL paradigm, model parameters, be it weights or gradi-
ents, are transmitted to a central server, often a RSU, where the FL server-side aggregation
process occurs. Most of the existing library relies on FedAVG algorithm for the FL pro-
cess aggregation process on the server, then it applies SGD optimization to local vehicles
and performs a weighted averaging of the weights of the vehicles on the central server.

In this specific scenario, we envisage a scenario involving a set of n CAVs nav-
igating an urban environment and equipped with a variety of sensors, such as cameras
mounted at various points on the vehicle and capture visual information about the sur-
roundings, LiDAR providing precise distance measurements by emitting laser beams and
measuring the reflection times to create detailed three-dimensional maps of the environ-
ment, radars that monitor the distance, speed and object directions in the surroundings
and other minor sensors. Each CAV, denoted by an index ¢ within the range [1,n] and
represented as C' = {c1, 2, ¢3,...,¢,}. Every CAV ¢; in the moves in a specific direction
and maintains a speed s; within the range of the minimum speed ($,;,) and maximum
speed (Spmaz). Each CAV ¢; is equipped with the range of sensors described earlier and
collects data crucial for ML applications, such as recognition or image classification. In
this way, each CAV ¢; has local dataset D; € {Dy,..., Dy} distributed in a non-ITD
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manner, which contains a set of features xy; with k € {1,...,]|D;||} associated with a
label yy. ;.

In addition, each CAV ¢; is equipped with a Vehicle-to-Infrastructure (V2I) com-
munication interface, such as Dedicated Short Range Communication (DSRC) or 5G,
which is used to communicate with the edge server E'S through the core network. The
edge server ES that plays a pivotal role in distributing ML parameters for the initial or
updated global model w to all CAVs during each communication round p. Moreover, the
edge server F.S assumes responsibility for collecting and analyzing entropy data, and also
for model aggregation.

+—s Model Upload

<+—» Model Download

Cloud Server

Figure 2: Representation of a vehicular FL scenario

We considered the typical FL architecture, where the process starts with initial-
izing a global model M, on a central server. At each communication round p, a subset of
k CAVs denoted as V' = {vy, v9,vs, ..., v; } is selected to receive the global model M, and
perform the training based on its Dataset D;. Each selected client v; can train a model
architecture A to obtain the local model W; based on the local dataset D;. In this way,
each client v; trains the local model W, to minimize a loss function [ for better conver-
gence with a minimum accuracy value across users. Specifically, the local loss [((W;, D;)
is defined as the average loss based on the prediction error, across all predictions for the
dataset D; using the weights W;, which is computed based on Eq. 4.1.
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In the aggregation phase, the model updates, i.e., , learned parameters or gradi-
ents W;, are sent periodically to the edge server ES, which applies a given aggregation
policy, such as FedAVG. Specifically, FedAVG computes an average of the shared local
models W; at edge server S to produce an accurate global model M, transmitted back
to the participating CAVs. In addition, the edge server ES defines the number of k
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selected clients based on a client selection mechanism, such as entropy-based.

4.2 Client Failures in Federated Learning

Client failure in FL over CAVs refers to clients’ cessation of active participation
in the collaborative model training process, as opposed to intentional client dropout [37].
This phenomenon could result from different factors, such as vehicle mobility due to
intermittent connectivity issues during transitions between RSU; connectivity problems
caused by temporary or permanent disconnection due to network disruptions; intentional
withdrawal, where clients opt out voluntarily due to privacy concerns or limited resources;
and resource limitations, as seen in devices with constrained battery life choosing to drop
out strategically.

To better illustrate the concept, we consider a standard FL algorithm where
clients collaborate to train the same global model. In the event of client failure, only
a random subset of selected clients will participate in each training round. This failure
disrupts the FL system, reducing accuracy, increasing bias, and compromising fairness.
Client failures, along with mobility, result in inconsistent data contributions, which ul-
timately impede model convergence. Reliable and robust FL algorithms must adapt to
sporadic client participation and mobility. By accommodating intermittent client pres-
ence and optimizing model aggregation under varying network conditions, these strategies
can enhance stability in dynamic FL environments.

Figure 3 illustrates a typical FL environment in the context of CAVs with client
failures. In this scenario, each client v; has a probability P(v;) of being selected for partic-
ipation in the FL process. This probability depends on the specific selection metric used.
For example, P(v;) might be a random value in a random selection approach, proportional
to the entropy (representing data randomness or unpredictability) in an entropy-based se-
lection mechanism [17], or based on clients whose accuracy is lower than the average of all
participating clients [39]. Furthermore, let Q(v;) represent the probability of a client v;
being disconnected from the training process, which can be influenced by different factors,
such as network stability, device power, or communication issues.

The overall probability of a client v; being selected and then dropping out during
training is given by the product of the selection and failure probabilities:

Pfailure(vi) = P(“z) X Q(Uz) (42)

If we want to consider multiple clients potentially failing independently, we can
define an overall failure probability for the entire set of clients:

Ptotalfailure<v) = H?:lpfailure<vi) (43)
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Figure 3: Representation of client failures in a FL. over CAV environment

Clients can fail by a multitude of reasons, with mobility being one of the most
significant factors. The dynamic nature of CAVs means that vehicles frequently move be-
tween different geographical locations and RSUs, leading to a process known as handover.
During handovers, vehicles temporarily disconnect from one RSU and establish a connec-
tion with another. This transition period can introduce brief but critical communication
disruptions, causing delays in data transmission and reception. These disruptions can
prevent vehicles from uploading their local model updates or receiving the latest global
model parameters in a timely manner, thereby missing out on important synchronization
points in the FL process. This process also can lead to inconsistent data contributions,
skewing the training data towards specific areas or driving patterns, hindering the model’s
ability to generalize to unseen scenarios. Frequent handovers disrupt the training process,
as vehicles participate in updates only when connected to a specific RSU. This can lead
to slower convergence of the global model compared to a scenario with consistent partici-
pation. Another factor is that vehicles might opt out of FL participation due to concerns
about their data privacy, which thus reduces the amount of available data, potentially
hindering the model’s overall accuracy.

Additionally, the handover process is often accompanied by increased network
latency. This latency can vary depending on the distance between RSUs, the current
network load, and the speed at which the vehicle is moving. High latency can exacerbate
communication delays, leading to further inconsistencies in data contributions from mobile
clients. The variability in network conditions and the frequent need for handovers results
in a highly dynamic and unstable communication environment.

The intermittent connectivity not only affects the immediate participation of
clients but also has longer-term implications for the overall FL. system. For instance,
vehicles in regions with poor network coverage or those frequently moving through network
dead zones may consistently fail to contribute their local updates. This leads to an uneven
distribution of data contributions, with some regions being overrepresented while others
are underrepresented. Such an imbalance can introduce bias into the training process,
as the global model may become more attuned to the driving conditions and patterns
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prevalent in well-connected areas while neglecting those in poorly connected regions.

Moreover, the reliability of the FL system depends on the assumption that clients
can participate consistently over multiple training rounds. Intermittent connectivity dis-
rupts this assumption, making it difficult to predict which clients will be available at any
given time. This unpredictability necessitates the development of more robust client se-
lection and aggregation strategies that can accommodate fluctuating client participation.
For example, FL algorithms might incorporate mechanisms to prioritize clients with more
stable connections or to buffer updates from intermittently connected clients until they
can be reliably transmitted.

4.3 Entropy-Based Client Selection Overview

By definition, in information theory, the entropy of data labels is a measure of
the uncertainty or randomness within a client’s dataset. The idea behind using entropy
for client selection is intuitive. A high entropy dataset is generally diverse in content and
contains a wide range of information, while a low entropy dataset is more homogeneous.
High entropy clients are more likely to contribute unique and valuable updates to the
global model. Their diverse data helps the model generalize better to a wider range
of scenarios. Meanwhile, low entropy clients, while still important, might not provide
as much novel information in a given training round, resulting in potentially redundant
updates.

Also, selecting clients based on the entropy of their datasets can significantly
improve the training process. By prioritizing high entropy clients, it ensures the model
learns from a broader spectrum of data distributions, which is particularly beneficial in
non-I1D scenarios. This approach improves the global model’s performance and robustness
by providing diverse inputs. Additionally, entropy-based client selection helps mitigate
overfitting by introducing variability and complexity into the training data, promoting
a more balanced and generalized model. This is crucial in applications like autonomous
driving or healthcare, where adaptability to various real-world conditions is essential.

FL for CAV environments presents unique challenges due to the ever-changing
nature of CAV mobility and the critical objectives of enhanced privacy and reduced server
load. The issues of client failure and varying data diversity can significantly impact the
FL process. To tackle these challenges effectively, adopting entropy as a criterion for
client selection is necessary.

To illustrate the concept of entropy-based client selection, let us consider a typi-
cal FLL model designed for autonomous driving, as represented in Figure 4. Let’s assume
Client A possesses a dataset with diverse sensor data collected from various environments,
including urban areas, highways, rural roads, and weather conditions. This dataset ex-
hibits high entropy due to its diverse content. Conversely, Client N holds a dataset
predominantly consisting of sensor data from a single type of environment, such as urban
roads in clear weather conditions, which indicates lower entropy due to its homogeneity.
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Figure 4: Entropy-based client selection mechanism

In this scenario, Client A’s dataset, with its higher entropy, is more likely to
contribute significant updates that enhance the model’s ability to operate effectively in a
wide range of driving conditions. The diverse nature of the data ensures that the model is
exposed to varied features and patterns, thereby improving its generalization capability.
Client N’s updates, while less diverse, can still be valuable in later stages of training
when fine-tuning the model’s performance for specific scenarios, such as navigating specific
urban environments.

This example demonstrates how entropy-based client selection prioritizes clients
whose data can provide the most informative updates, leading to a more effective and
efficient training process. By systematically incorporating clients with high entropy, the
FL system can achieve superior model performance across diverse driving scenarios.

In this context, entropy-based client selection mechanisms give preference to se-
lecting clients based on the entropy of their data, using it as an indicator of data diversity
and representativeness. By selecting clients with high entropy, FL algorithms can en-
sure that the learned models represent the entire network and capture the variations in
driving behavior, traffic patterns, and network connectivity. This approach also has the
potential to enhance the model’s robustness in the face of unpredictability in vehicular
networks. Hence, entropy-based client selection mechanisms have shown promise in sig-
nificantly reducing data variability contributions and managing the challenges associated
with uncertain client availability.

We consider Shannon Entropy to calculate the data entropy H(z), where P(z)
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denotes the probability of observing a particular value z in the dataset, and log is the
natural logarithm, as described in Equation 4.4.

Z P(z)log P(x (4.4)

Clients whose datasets have a high level of entropy are selected because they
contain diverse and informative data that can improve the performance of the FL. model,
as described in Equation 4.5. K, refers to the class of the data point d,,;, which represents
an individual data point in d,.

i P(ky)log P(ky) (4.5)

Jj=1

Figure 4 depicts the entropy-based client selection workflow, encompassing en-
tropy calculation, local model training and testing, as well as global model aggregation
and update.

The communication round involves five steps:

1. The edge server ES sends the current global model M, to all CAVs V.
2. Each CAV (; sends its calculated data entropy H(d,) to the edge servers ES.

3. The edge server ES selects a set of clients C' from the set of CAVs V' that meets
a specified threshold 6 based on entropy ranking, described as H(d,) > 6. These
clients will be selected to perform local model training.

4. The trained local models W; are sent to the edge server ES for aggregation.

5. The edge server ES generates an updated global model M, based on the aggregated
local models, which is then sent back to all participants.

Selecting clients based on entropy boosts FL by improving model accuracy and
efficiency. High-entropy clients contribute diverse, unique updates, helping the model
generalize better and converge faster. This method also reduces communication costs by
involving fewer, more informative clients. It effectively handles non-IID data, enhanc-
ing robustness against client failures and ensuring consistent model performance despite
unpredictable client availability.

4.4 Algorithm Description

Similar to our prior work [17], the entropy-based strategy algorithm is described
in Algorithm 1, with an addition of client failure mechanics. The algorithm starts by
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Algorithm 1: FedAvg with Entropy-Based Client Selection and Client
Failures
Input : C;: the fraction of clients participating in round ¢, K: the total
number of clients, #: the entropy threshold, 7: number of rounds,
E: number of local epochs, Py: the percentage of failing clients
Output: Global model w*
1 Initialize global model wy;
2 fort=1to T do
3 Entropy-Based Client Selection;
4 Each client computes its entropy scores using the validation set;
5 Sort clients in descending order of entropy scores;
6
7
8

Select top m = |C} - K| clients whose entropy scores exceed 6,

Simulate Client Failures;

Randomly select Py - m clients from the selected clients to fail and
exclude them from the training round;
9 S; +— remaining selected clients after excluding the failed clients;

10 Local Model Training;

11 for i € S; do

12 ‘ w; < LocalUpdate(w,_1, i, E);

13 end

14 Global Model Aggregation;

15 w; < FedAvg({w; }ies,);

16 end

17 return w* = wyp;

initializing the global model wy. For each round t from 1 to T, the following steps are
executed:

e Entropy-Based Client Selection: Each client computes its entropy scores using its
validation set. The clients are then sorted in descending order based on these scores.
The top m = |Cy - K| clients whose entropy scores exceed a specified threshold 6
are selected for participation in the current round.

e Simulate Client Failures: To introduce client failure mechanics, a certain percentage
Py of the selected clients are randomly chosen to fail and are excluded from the
training round. This simulates the real-world scenario where some clients may
drop out or fail to participate due to various reasons. The remaining clients after
excluding the failed ones are denoted as S;.

e Local Model Training: Each client in the set S; performs local model training.
Specifically, each client ¢ updates its local model wi based on the global model from
the previous round wt — 1 over a specified number of local epochs F.

e Global Model Aggregation: The locally updated models from the clients in S; are
aggregated to update the global model. This aggregation is done using the Federated
Averaging (FedAvg) algorithm, resulting in the global model w; for the current
round.
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* is obtained as wyp. This

After completing T rounds, the final global model w
modified algorithm not only incorporates an entropy-based client selection strategy but
also accounts for potential client failures, making possible the investigation and compar-
ison with different client selection strategies under variable client and network failure

conditions.

4.5 Chapter Conclusions

In this chapter, we introduced a client selection mechanism for vehicular FL
environments based on the entropy of the labels in the client’s data. This approach aims
to enhance the efficiency and effectiveness of FL. by prioritizing clients with diverse and
informative data, ultimately improving model generalization and convergence speed.

Moreover, we discussed the impacts of client failures on this proposed method. By
analyzing scenarios with varying levels of client participation, we highlighted the resilience
of entropy-based client selection in maintaining robust model performance despite client
dropouts and communication failures. The method shows promise in mitigating the ad-
verse effects of client failures by ensuring that the most informative clients are prioritized,
thereby sustaining the overall learning process even in dynamic and challenging environ-
ments. This chapter sets the stage for further exploration and refinement of entropy-based
techniques in FL, highlighting their potential to address the challenges of non-IID data,
client variability, and client failures in intelligent transportation systems.
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CHAPTER 5

Evaluation Results

This chapter presents the evaluation and impact of the entropy-based client selec-
tion method in vehicular FL environments and a posterior analysis focusing on scenarios
with client failures. The proposed method is compared to traditional random selection
approaches to highlight its effectiveness. The evaluation begins by detailing the method-
ology used in the simulations, including the simulation parameters and metrics assessed.
Following this, the results are thoroughly discussed, emphasizing the performance and sta-
bility of the entropy-based selection method under various conditions, including non-11D
data distributions and client failuress.

5.1 Environmental Scenario and Parameters

We conducted a comprehensive simulation study using the PFLib, which is a
flexible framework presented by [42] and available on GitHub'. The framework runs in
a server with the following specs: 19-13900K(32), 128 GB RAM and Dual RTX 4090
on a Ubuntu Server operating system. We consider a widely used public dataset, called
FMNIST, to train and test model validations. The CNN model used in the experiment has
two convolutional layers with filter sizes of 5x5. Each convolutional layer is succeeded by
a 2x2 max-pooling operation. Furthermore, it’s important to take into account that the
data employed in this experiment follows a non-IID arrangement, resembling a realistic
data distribution scenario, and is modeled using a Dirichlet distribution. This non-iid
configuration was generated by a tool in PFLib, wich defined the rate of the Dirichlet
distribution at 0.1. We consider a grid scenario with 1km? composed of 58 clients as
proposed by [43] and use the Luxembourg SUMO Traffic (LuST) environment presented
by [44].

Thttps://github.com/TsingZ0/PFLIib
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Figure 5: LuST scenario in SUMO

We consider a built-in feature within the framework to simulate client failures,
such as introduced on Section 3.2. This feature operates by randomly selecting a client
to refrain from sending updates and receiving models during a particular round. This
capability allows us to explore the consequences of client failure on the reliability and
robustness of client selection mechanisms in FL over CAV scenarios. It is worth noting that
the failure rate is adjustable, providing the flexibility to control the extent of simulated
failure events. We evaluate the impact of various failure rates in the scenario, considering
scenarios with no failure, 16%, 33%, and 50% client failure rates. Table 2 summarizes the
main simulation parameters used in our evaluation.

Table 2: Simulation parameters for experiment

Parameters Value
Total Participant Clients 58 vehicles
Number of Rounds 100 Rounds
Learning Rate 0.001
Client Failure Rate 16%, 33%, 50%
Number of Epochs 1
Network Model CNN
Batch Size 10

We conducted a comparative analysis of the three client selection methods: i)
Random selection is a baseline method that does not consider the quality or diversity of
clients’ data. It simply selects a random subset of clients to participate in each round of
training; ii) DEEV selects clients that have lower accuracy than the average accuracy of
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all participating clients [39]; iii) Entropy-based client selection leverages data entropy to
choose clients that contain diverse and informative data, such as introduced in Section
3.3.

5.2 Evaluation of Entropy-Based Client Selection Mech-
anism

In non-IID scenarios, as depicted in Figures 6, 7 and 8, the proposed method
achieved higher accuracy and AUC scores compared to the random selection approach.
This improvement can be attributed to our method’s selection of clients with diverse
data distributions, which reduces the impact of biased data on the training process. This
suggests that selecting clients based on data entropy can effectively address the challenges
posed by non-IID data in vehicular FL environments. The lower training loss also indicates
better convergence during training. However, it is important to note that the proposed
method may require more communication overhead to collect entropy information from
all clients, potentially limiting its scalability in large FL systems. Overall, these results
highlight an important finding for vehicular networks, especially in scenarios where non-
IID data is prevalent.

Tables 3 and 4 further demonstrate the advantage of the entropy-based selection
method over random selection. Specifically, the entropy-based selection method achieves
higher scores across all metrics, even in scenarios with client failure. The large oscillations
in the metrics during the rounds in non-1ID scenarios, both in normal and random client
failure, for the random selection approach, are due to the highly unbalanced and diverse
data distributions of the randomly selected clients. Consequently, some clients may have
much better data quality than others, leading to significant variations in training per-
formance during each round. This can cause the model to overfit on some clients while
underfitting on others, resulting in unstable and inconsistent performance over time. The
entropy-based selection approach mitigates this issue by selecting clients with more di-
verse and balanced data distributions, leading to more stable and consistent performance
during training and by selecting clients based on data entropy, the method ensures that
each round of training includes a diverse set of data distributions, which prevents the
model from becoming overly specialized to specific data patterns. This leads to improved
generalization, higher accuracy, and more stable performance, even in the face of client
failures and highly variable data distributions.

The large oscillations in metrics during non-IID scenarios with random client se-
lection are due to the inherent variability in this specific data distribution, potentially
leading to inconsistent model updates as the selected clients may differ significantly from
round to round. In contrast, the entropy-based selection approach mitigates this issue by
strategically choosing a set of clients that collectively provide a more balanced and repre-
sentative sample of the overall data distribution. This approach doesn’t necessarily select
individual clients with the highest data diversity (entropy), but rather aims to create a
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Table 3: Performance metrics of random client selection mode.

Metric 1ID Client Non-IID Client
Dropout Dropout
1ID non-I1D
Test Accuracy 0.7159 0.7091 0.7026 0.6849
Train Loss 1.0693 1.1628 0.9972 1.0443
AUC Score 0.9380 0.9064 0.9380 0.9064

Table 4: Performance metrics of entropy client selection mode.

Metric 1ID Client Non-1ID Client
Dropout Dropout
IID non-I1D
Test Accuracy 0.7323 0.7301 0.7121 0.7103
Train Loss 0.7862 0.8081 0.7862 0.8081
AUC Score 0.9841 0.9840 0.9485 0.9474
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Figure 6: Accuracy for different client selection strategies

group whose combined data closely approximates the global dataset. By maintaining a
more consistent representation of the overall data distribution across training rounds, the
entropy-based method stabilizes the learning process, resulting in more gradual and con-
sistent model improvements. This reduces extreme fluctuations in performance metrics,
minimizes overfitting to particular data subsets, and leads to better generalization and
more robust performance across diverse client data distributions.

These findings show that the suggested entropy-based selection strategy can im-
prove performance and stability while working with non-IID data, indicating that the
proposed client selection could greatly improve the performance of vehicular FL by se-
lecting higher quality data for the training of the model. In the IID scenario, presented in
6, 7 and 8, both selection methods perform similarly across all three metrics, with a slight
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Figure 7: Train loss for different client selection strategies
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Figure 8: AUC Score for different client selection strategies

advantage for the entropy-based selection method when dealing with data that follows an
IID distribution.

5.3 Evaluation of Client Selection Mechanism Re-
siliency under Client Failures

The initial evaluation of the entropy-based client selection mechanism demon-
strates its effectiveness in enhancing model performance within vehicular FL environ-
ments. By selecting clients with diverse data distributions, the method significantly im-
proves accuracy, AUC scores, and training stability compared to random selection. This
section detailed how the entropy-based approach mitigates the challenges posed by non-
IID data, leading to more robust and reliable model convergence. Having established
the baseline effectiveness of the entropy-based mechanism, it is important to evaluate its
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resilience in more challenging conditions, specifically scenarios involving client failures.
Vehicular networks are prone to intermittent connectivity and client failuress, which can
adversely affect FL processes. Therefore, this section examines how the entropy-based se-
lection method performs under these adverse conditions, assessing its ability to maintain
high performance and stability despite client failures.

2.50 . .
—— Normal Selection 2.25 —— Normal Selection
w . .
8 225 Entropy Selection § 2.00 Entropy Selection
2.001
< —— DEEV < 175 —— DEEV
© 175 ©
= F 1.501
z 1.50 5
D 1.25 8 1251
e o
g 1.00 q>_, 1.00
<o7s < 075
050+, : : : ‘ : 0.50+, : , . . :
0 20 40 60 80 100 0 20 40 60 80 100
Round Number Round Number
(a) Without client failures (b) 16% of client failures
s —— Normal Selection 4.0 —— Normal Selection
n 2.5 . wn .
§ Entropy Selection § 3.51 Entropy Selection
= 20l —— DEEV = 30 —— DEEV
(18] ©
= = 251
_8 1.54 _8 2.01
0 0
5 5151
> 104 >
X < 1.0
051, : : : ‘ : 051 : . , , :
0 20 40 60 80 100 0 20 40 60 80 100
Round Number Round Number
(c) 33% of client failures (d) 50% of client failures

Figure 9: Train Loss for different client selection mechanism

Figure 9 shows the train loss for different client selection mechanism under differ-
ent client failure rates. By analyzing Figure 9 (a), we can conclude that the entropy-based
mechanism exhibits faster convergence compared to the other client selection mechanisms.
As the client failure rate increases, all methods experience a decline in performance. How-
ever, the entropy-based mechanism maintains a slight advantage over the others. On the
other hand, the DEEV strategy deteriorates to the extent that it exhibits slightly inferior
performance compared to random selection, as can be also observed.

The entropy-based client selection mechanism harnesses information entropy as
its guiding principle, prioritizing clients that contribute diverse and informative data, ul-
timately creating a more representative model. In this way, the mechanism demonstrates
reduced instability in train loss metrics, exhibits faster convergence and maintains higher
levels of accuracy compared to random selection and DEEV mechanisms. This adapt-
ability of the entropy-based mechanism to varying data distributions and the dynamic
nature of FL. over CAV scenarios contributes to its effectiveness in mitigating the impact
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of client failure with different level of failure frequency, making it a valuable strategy for
ensuring stability and top-notch performance in FL over CAV. Hence, the superiority of
the entropy-based client selection mechanism shines through when faced with challenges
related to client failure, as observed in [37].
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Figure 10: Accuracy for different client selection mechanism

Figure 10 shows the accuracy results for different client selection mechanisms
under different client failure rates. By analyzing the accuracy results, we notice a similar
trend where the accuracy of all tested mechanisms deteriorates as the client failure rate
increases. Notably, the entropy-based method consistently outperforms the other two
mechanisms, even with high failure rates. In contrast, the DEEV mechanism exhibits
a decline in performance to the extent that it falls below the performance of random
selection, reaching its lowest point at a 0.5 client failure rate.

The entropy-based selection method consistently exhibited a performance advan-
tage, even in scenarios with high failure rates. This remarkable reliability and robustness
can be attributed to its core principle of selecting clients with diverse datasets. Prioritiz-
ing clients based on entropy ensures the selection of clients that offer a wide spectrum of
data characteristics, resulting in the maintenance of a robust and representative model.
This mechanism proves to be effective even in challenging scenarios with high failure
rates. In such situations, where clients’ participation may significantly decrease, leading
to a potential loss in data diversity and model accuracy, the entropy-based method shines
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Figure 11: AUC Score for different client selection mechanism

through by preserving the model’s performance and adaptability.

Figure 11 shows the AUC results for different client selection mechanisms under
different client failure rates. When examining the AUC Score results, we observe a similar
trend in metric degradation as observed with accuracy and train loss. The entropy-based
strategy consistently outperforms the other two methods, while the DEEV method experi-
ences more significant performance degradation as client failure rates become increasingly
severe. The entropy-based method’s performance stability is further enhanced by its
capability to mitigate the challenges associated with data skewness, a prevalent issue in
non-I1D data environments like those encountered in FL over CAV. In situations with high
client failure rates, where data skewness is likely to be exacerbated, the entropy-based
selection method ensures a well-balanced and comprehensive representation of the data.
In turn, it diminishes the risks of overfitting specific client data patterns and promotes
more efficient training, even when confronted with limited data resources.

5.4 Chapter Conclusions

In this master thesis, we presented a comprehensive evaluation of an entropy-
based client selection method in vehicular FL environments. The primary objective was
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to assess the performance of the proposed method in both IID and non-IID data scenar-
ios compared to a random client selection approach.In non-IID scenarios, the proposed
method selects clients based on data entropy, ensuring diverse data distributions. This
approach was compared with a random selection method to highlight performance differ-
ences, using metrics such as accuracy, AUC score, and training loss. Additionally, both
selection methods were assessed in IID scenarios to understand performance differences
in more uniform data distributions. We also analyzed client failure scenarios to evaluate
the robustness of the selection methods.

In non-IID scenarios, the entropy-based selection method achieved higher accu-
racy and AUC scores compared to the random selection approach. This improvement is
attributed to the selection of clients with diverse data distributions, which reduces the
impact of biased data on the training process. The lower training loss observed indicates
better convergence during the training process. The method also resulted in more stable
and consistent performance over time, mitigating issues related to data imbalance and di-
versity. However, the entropy-based method requires additional communication to collect
entropy information from clients, which could be a limitation in large-scale FL systems. In
scenarios involving client failures, the entropy-based selection method maintained better
performance metrics and faster convergence compared to the random selection method.
The method consistently improved metrics and stability, which is crucial for vehicular
networks dealing with non-IID data. In IID scenarios, both selection methods performed
similarly, with a slight advantage for the entropy-based method. This suggests that while
the entropy-based method excels in non-IID scenarios, it remains competitive in IID en-
vironments.

This master thesis demonstrates that entropy-based client selection significantly
enhances the performance and stability of FL. models in vehicular environments, particu-
larly when dealing with non-IID data. By selecting clients with diverse and balanced data
distributions, the proposed method mitigates the issues of overfitting and underfitting,
leading to more reliable and consistent model performance. However, the additional com-
munication overhead required to gather entropy information from all clients presents a
potential limitation for large-scale implementations. Future work should explore optimiz-
ing this aspect to maintain the method’s scalability. Overall, the findings of this master
thesis underscore the importance of client selection strategies in FL. and highlight the po-
tential of entropy-based approaches to improve the robustness and efficiency of vehicular
FL systems.
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CHAPTER 6

Conclusion

This master thesis investigated the robustness and reliability of an entropy-based
client selection mechanism in scenarios where vehicle failures can occur due to various
failure events. The mechanism utilizes entropy to identify the most relevant and diverse
data, contributing to developing models that effectively encapsulate the heterogeneity in
the context of FL in CAV systems. The entropy-based client selection mechanism gives
preference to select clients based on data diversity and representativeness, creating a
more representative model. Simulation results presented the significance of incorporating
entropy-based client selection when addressing the challenges presented by client failure
events. Through comprehensive simulations and analyses, several key findings emerged,
such as the entropy-based client selection mechanism demonstrated significant improve-
ments in model performance in non-IID data scenarios compared to traditional random
selection methods. This approach ensured that clients with more diverse and informative
data were prioritized, leading to better generalization and robustness of the global model.
Additionally, the mechanism showed superior resilience in scenarios with high client fail-
ure rates. By continuously selecting clients with high entropy, the method maintained
model accuracy and stability, even when a significant number of clients failed to partic-
ipate in the training process. Furthermore, the entropy-based selection method resulted
in faster model convergence and reduced communication overhead. By involving fewer
but more informative clients in each training round, the approach optimized the use of
network resources and minimized unnecessary data transmission.

6.1 Concluding Remarks

The findings obtained in this master thesis have several important implications
for implementing FL in vehicular networks. The entropy-based client selection mechanism
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offers a practical solution for improving model accuracy and robustness in environments
with heterogeneous and dynamic data distributions. This is particularly relevant for I'TS
and autonomous driving applications, where data diversity and client variability are in-
herent challenges. By reducing the communication and computation overhead associated
with the FL process, the proposed method enhances the scalability of FL in large-scale
vehicular networks. This makes it feasible to implement FL in real-world I'TS applica-
tions, where efficient use of network resources is crucial. Also, the usage of entropy as a
selection criterion indirectly supports privacy preservation by minimizing the need for raw
data exchange while the method’s resilience to client failures contributes to the overall
security and robustness of the FL process, mitigating the risks associated with malicious
or unreliable clients.

While the research presented significant advancements, some limitations should
be acknowledged. The findings are based on simulations and may not fully capture the
complexities of real-world vehicular networks. Further research should involve real-world
testing and validation to ensure the practical applicability of the proposed method. This
study primarily focused on entropy-based client selection. While effective, it is essential to
explore other complementary techniques and hybrid approaches that may offer additional
benefits. The research assumed certain levels of client participation and network stability.
Variations in these factors in real-world scenarios could impact the performance of the
proposed method.

6.2 Future Works

Looking ahead, our future research aims to explore adaptive client selection mech-
anisms capable of dynamically responding to fluctuations in network conditions and vehic-
ular mobility patterns. Such adaptability would enhance the overall robustness of FL in
CAV scenarios, ensuring their effectiveness even in dynamic and challenging environments.
Additionally, we intend to investigate the integration of privacy-preserving mechanisms
tailored for vehicular settings. This exploration will evaluate how such mechanisms influ-
ence the resilience of client selection strategies, contributing further to the development
of secure and reliable FL frameworks in dynamic and uncertain scenarios.

Building upon our current findings, we are also researching ways to apply entropy
at the model level. This involves leveraging entropy measures to assess and enhance
the robustness of the generated models themselves, particularly in scenarios with data
alterations or adversarial attacks. By analyzing entropy at the model level, we aim to
detect and mitigate the impact of corrupted or maliciously altered data, thereby improving
the overall security and reliability of the FL process. Furthermore, we are exploring
methods to manage non-static data scenarios effectively. Data is continuously generated
and updated in real-world vehicular networks, presenting challenges for traditional FL
approaches that assume a static dataset. Our research will focus on developing strategies
to accommodate and efficiently learn from streaming data, ensuring that the FL. models
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remain relevant and accurate over time.

By integrating these advanced techniques, we aim to create a more resilient and
adaptive FL framework that can thrive in the dynamic and often unpredictable envi-
ronments of vehicular networks. This comprehensive approach will address both the
immediate challenges of client selection and the broader issues of model integrity and
data fluidity, paving the way for more robust and secure FL systems in the future.

6.3 Published Works

The results of this master thesis submitted to the MSc. examination in Electric
Engineering program at the Federal University of Para was already accepted and published
at a workshop paper(for WPerformance). The subsequent extensions were submitted and
accepted in a conference paper(for SBRC) and a journal’s article(for JBCS):

1. Sousa, John; Lobato, Wellington; Rosario, Denis; Cerqueira, Eduardo; Villas,
Leandro. Entropy-based Client Selection Mechanism for Vehicular Federated Envi-
ronments In: Workshop em Desempenho de Sistemas Computacionais e de Comu-
nicagio (WPERFORMANCE), 2023.

2. Sousa, John; Ribeiro, Eduardo; Bastos, Lucas; Rosario, Denis; Sousa, Allan;
Cerqueira, Eduardo. Evaluation of Client Selection Mechanisms in Vehicular Feder-
ated Learning Environments with Client Failures In: Simpdsio Brasileiro de Redes
de Computadores e Sistemas Distribuidos (SBRC), 2024.

3. Veiga, Rafael; Sousa, John; Morais, Renan; Rosario, Denis; Cerqueira, Eduardo.
A Robust Client Selection Mechanism for Federated Learning Environments In:
Journal of the Brazilian Computer Society, 2024.
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